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AMENDMENTS TO THE CLAIMS 



1 . (Currently amended) A method of using a printer to distribute a 
document stored on a server, the sen/er being connected to a network, the 



method comprising the steps of : 



using a smart card to give an identity to the printer: 
using the printer and at least one cryptographic key to establish fa ] th e 
printer identity with the server; 

using the printer to receive an encrypted document from the network; 
using the printer to decrypt the document; and 
using the printer to print the decrypted document 

2. (Original) The method of claim 1 , wherein the encrypted document 
includes a message indicating a number of copies to be printed; and wherein the 
printer prints the number of document copies Indicated in the message. 

3. (Cun^ently amended) The method of claim 1 , wherein the printer 
includes a smart card reader; and wherein the printer identity is established by 
inserting a smart card into the reade r and transferring the identity of the smart 
card to the printer at the time of document distribution . 

4. (Original) The method of daim 3, wherein the smart card is used to 
perform the decryption. 

5. (Original) The method of daim 1, wherein the printer includes an 
embedded processor, and wherein the embedded processor is used to perform 
the decryption. 
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6. (Original) The method of claim 1 , further comprising the step of 
ordering the document prior to establishing the printer identity. 

7. (Original) The method of claim 6, wherein the printer is used to order 
the document. 

8. (Original) The method of claim 6, further comprising the step of 
previewing at least one low quality document prior to ordering the document. 

9. (Original) The method of claim 1 , further comprising the step of using at 
least one cryptographic key to authenticate the printer prior to ordering the 
document. 

1 0. (Original) The method of claim 1 , wherein the printer is used to render 
the decrypted document. 

11. (Currently amended) A method of using a printer to distribute a 
document stored on a server, the method comprising: 

usina the printer and at least one crvptographic key to establish a printer 
identity with the server: 

using the printer to receive an encrypted document from the server 

using the printer to decrypt the document: 

using the printer to print the decrypted document: and 

Th e m e thod of claim 1, furth e r compris i ng tho ctop of using the printer to 
indicate status of the printing so that the seryer can charge for copies that were 
actually printed , wherein the printer sends back a status acknowledgement to the 
server. 



-3- 



PA<^ 6/15 • RCVD AT 3/1/2005 12:52:41 PM [Eastern Standard Time) * SVR:USPTO-EFXRF.1/0 ' DNIS:8729306 * CSID:ft49 454 0898 • DURATION (mm-ss):04^ 



MRR Ol 2005 8:4^tfln LBU OFFICE OF HUGH P. GOR 349-454-0839 



S.N. 09/483.183 

1 2. (Currently amended) A system for the distributed printing of documenb 
over a computer network, the system comprising: 

a server connected to the network, the documents being stored on the 

server; 

a printer connected to the network, the printer being programmed to use at 
least one cryptographic key to establish a printer identity, and to establish the 
printer f ani identity with the server via the network; 

the sen/er being programmed to send at least one encrypted document to 
the printer after a document order has been placed; 

the printer being further programmed to retrieve the encrypted document, 
decrypt the retrieved document, and print the decrypted document according to 
the document order. 

1 3. (Original) The system of claim 1 2, further comprising a client for placing 
the document order. 

14. (Original) The system of claim 1 3, wherein the server stores low quality 
documents for customer preview. 

1 5. (Original) The system of claim 1 2, further comprising a smart card for 
providing at least one cryptographic key to the printer and for performing the 
decryption, the smart card passing the decrypted document to the printer. 

16. (Original) The system of claim 12, further comprising a smart card for 
providing at least one cryptographic key to the printer; and wherein the printer 
includes an embedded processor for using at least one cryptographic key to 
perfonm the decryption. 
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17. (Original) The system of claim 12, wherein the printer is further 
programmed to indicate status of the printing so that the server can charge for 
copies that were actually printed. 

18. (Currently amended) A network printer comprising: 
means for reading at least one decryption key; 

means for using the at least one decryption key to establish a printer 
identity: 

means for receiving an encrypted token from a remote site; 
means for using a decryption key to decrypt the token; 
means for fsend l sending the decrypted token to the remote site; 
means for receiving an encrypted document from the network; 
means for using a decryption key to decrypt the document; and 
means for printing the decrypted document. 

19. (Currently amended) A network printer that can communicate with a 
document server, the printer comprising: 

a smart card reader; 
a network interface; 
a processor; and 

memory for storing a program that, when executed, causes the processor 
to use the smart card reader to read a cryptographic key, use the key to create an 
identity for the printer: use the networ1< interface to establish the identitv with the 
server, use ttie network Interface to receive an encrypted document, u s e the 
decryption koy to decrypt the encrypted document, and print the decrypted 
document. 
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20. (Original) The printer of claim 19, further connprising a keypad and 
display; wherein the program further causes the processor to receive a document 
onder from the keypad. 

21 . (Currently amended) The printer of claim 19, wherein the program 
further causes the processor to send printing status to the network interface so 
that the server can charge for copies that were actually printed , wherein the printer 
sends back a status acknowledgement to the sen/er . 

22. (Original) The printer of claim 19, wherein the program further causes 
the processor to parse a message from the decrypted document, the message 
indicating a number of ordered copies, and wherein the program further causes 
the processor to print the ordered number of copies of the decrypted document 

23. (Original) The printer of claim 19, wherein the program further causes 
the processor to render the decrypted document. 
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